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$EVWUDFW

7KH� GHVLJQ� DQG� GHYHORSPHQW� RI� D� &ORVHG�/RRS
6\VWHP� WR� VWXG\� DQG� HYDOXDWH� WKH� SHUIRUPDQFH� RI� WKH
+RQH\ZHOO� 5HFRYHUDEOH� &RPSXWHU� 6\VWHP� �5&6�� LQ
HOHFWURPDJQHWLF� HQYLURQPHQWV� �(0(�� LV� SUHVHQWHG�� 7KH
GHYHORSPHQW� RI� D� :LQGRZV�EDVHG� VRIWZDUH� SDFNDJH� WR
KDQGOH� WKH� WLPH�FULWLFDO� FRPPXQLFDWLRQ� RI� GDWD� DQG
FRPPDQGV�EHWZHHQ� WKH�5&6�DQG� IOLJKW� VLPXODWLRQ�FRGH� LQ
UHDO�WLPH��ZKLOH�PHHWLQJ�WKH�VWULQJHQW�KDUG�GHDGOLQHV�LV�DOVR
VXEPLWWHG�� � 7KH� SHUIRUPDQFH� UHVXOWV� RI� WKH� 5&6� DQG
FKDUDFWHULVWLFV� RI� LWV� XSVHW� UHFRYHU\� VFKHPH� ZKLOH
H[HUFLVLQJ�IOLJKW�FRQWURO�ODZV�XQGHU�LGHDO�FRQGLWLRQV�DV�ZHOO
DV� LQ� WKH� SUHVHQFH� RI� HOHFWURPDJQHWLF� ILHOGV� DUH� DOVR
GLVFXVVHG�

����,QWURGXFWLRQ

7KH� SUREOHP� RI� YHULI\LQJ� WKH� LQWHJULW\� RI� FRQWURO
FRPSXWHUV� LQ� DGYHUVH� DV� ZHOO� DV� QRPLQDO� RSHUDWLQJ
HQYLURQPHQWV�LV�D�NH\�LVVXH�LQ�WKH�GHYHORSPHQW��YDOLGDWLRQ�
FHUWLILFDWLRQ�� DQG� RSHUDWLRQ� RI� FULWLFDO� FRQWURO� V\VWHPV� IRU
DGYDQFHG� DLUFUDIW�� � $Q� DGYHUVH� RSHUDWLQJ� HQYLURQPHQW� RI
SDUWLFXODU�FRQFHUQ�UHODWLYH�WR�YDOLGDWLRQ�DQG�FHUWLILFDWLRQ�RI
FULWLFDO� V\VWHPV� LV�FDXVHG�E\�HOHFWURPDJQHWLF�GLVWXUEDQFHV�
6RXUFHV� RI� HOHFWURPDJQHWLF� GLVWXUEDQFHV� LQFOXGH� OLJKWQLQJ�
+LJK� ,QWHQVLW\� 5DGLDWHG� )LHOGV� �+,5)�� FDXVHG� E\� 5)
WUDQVPLWWHUV�DQG�UDGDUV��SRUWDEOH�HOHFWURQLFV�GHYLFHV�FDUULHG
RQWR� WKH� DLUSODQH�� DQG� HOHFWURPDJQHWLF� LQFRPSDWLELOLWLHV� RI
HTXLSPHQW�LQVWDOOHG�RQ�WKH�DLUFUDIW�>�@�

³6RIW� IDXOWV� LQ� GLJLWDO� DYLRQLFV� KDYH� WUDGLWLRQDOO\
EHHQ� PDQXDOO\� FRUUHFWHG�� � 0RUH� UHFHQWO\�� DUFKLWHFWXUH
GHVLJQ�PHDVXUHV� IRU� WKH�DXWRPDWLF�FRUUHFWLRQ�RI� VRIW� IDXOWV
KDYH�EHJXQ�WR�EH�GHYHORSHG���,W�LV�SHUFHLYHG�WKDW�VLJQLILFDQW
EHQHILWV� FDQ� EH� JDLQHG� WKURXJK� VRIW� IDXOW� SURWHFWLRQ
PHDVXUHV� GHVLJQHG� LQWR� WKH� EDVLF� V\VWHP� PHFKDQL]DWLRQ�
$UFKLWHFWXUH� GHVLJQV�ZLWK� VRIW� IDXOW� SURWHFWLRQ� SURYLGH� WKH
DELOLW\� WR� WROHUDWH� GLVUXSWLRQ� RI� HLWKHU� LQSXW�RXWSXW� GDWD� RU
LQWHUQDO� FRPSXWDWLRQ�� )DXOW� FOHDULQJ� DQG� FRPSXWDWLRQ
UHFRYHU\�PXVW�EH�UDSLG�HQRXJK�WR�EH�³WUDQVSDUHQW´�UHODWLYH
WR�IXQFWLRQDO�RSHUDWLRQ�DQG�IOLJKW�GHFN�HIIHFW�´�>�@

����5&6

³$Q� H[DPSOH� RI� DQ� DUFKLWHFWXUDO� VRIW� IDXOW
SURWHFWLRQ�SKLORVRSK\�LQ�WKH�GHVLJQ�RI�FRPSXWLQJ�SODWIRUPV
LV� WKH� $LUFUDIW� ,QIRUPDWLRQ� 0DQDJHPHQW� 6\VWHP� �$,06�
XVHG� RQ� %RHLQJ� ���� DLUFUDIW�� $OO� FRPSXWLQJ� DQG� ,�2
PDQDJHPHQW� UHVRXUFHV� DUH� ORFN�VWHS� FRPSDUHG� RQ� D
SURFHVVRU�F\FOH�E\�F\FOH�EDVLV���,Q�WKLV�DSSURDFK��LI�D�VRIW�RU
KDUG� IDXOW� HYHQW� RFFXUV�� WKH� SURFHVVRU� LV� LQWHUUXSWHG� DQG
VHUYLFH�KDQGOHUV�WDNH�FRQWURO�DQG�QR�GDWD�FDQ�EH�H[SRUWHG�´
>�@

7KH�ILUVW�VWDJH�RI�D�SURWRW\SH�FRPSXWLQJ�SODWIRUP
IRU� IDVW� UHFRYHU\� IURP� VRIW� IDXOWV� KDV� EHHQ� GHYHORSHG� IRU
1$6$�� � 7KLV� SURWRW\SH� LQFOXGHV� SDWHQWHG� WHFKQRORJ\� IRU
WUDQVSDUHQW� VRIW� IDXOW� UHFRYHU\� WKDW� KDG� QRW� EHHQ� EXLOW� RU
WHVWHG� EHIRUH�� � 7KHVH� FRQFHSWV� ZHUH� LPSOHPHQWHG� DQG
LQWHJUDWHG�LQWR�WKH�EDVLF�ORFN�VWHS�SURFHVVLQJ�PRGXOH�RI�WKH
$,06�DUFKLWHFWXUH��7KLV�SURWRW\SH�ZDV�GHOLYHUHG�WR�1$6$
IRU� HYDOXDWLRQ� DW� WKH� /DQJOH\� 5HVHDUFK� &HQWHU� �/D5&�
V\VWHP� LQWHJUDWLRQ� IDFLOLW\�� � $� JHQHUDO� LOOXVWUDWLRQ� RI� D
FRPSXWLQJ� SODWIRUP� ZLWK� WUDQVSDUHQW� UHFRYHU\� HOHPHQWV� LV
GHSLFWHG�LQ�)LJXUH���

)LJXUH�����5DSLG�5HFRYHU\�8SVHW�'HWHFWLRQ�DQG
5HFRYHU\�)ORZ

6XFK� D� SODWIRUP� LV� LQWHQGHG� WR� SURYLGH� VRIW� IDXOW� UHFRYHU\
WKDW� ZRXOG� EH� YLUWXDOO\� VRIWZDUH� LQGHSHQGHQW� DQG
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WUDQVSDUHQW�WR�D�V\VWHP�IXQFWLRQ���$V�VKRZQ�LQ�)LJXUH����WKH
UDSLG� UHFRYHU\� FRQFHSW� LQYROYHV� SURWHFWLQJ� DQG� UHFRYHULQJ
WKH� VLJQLILFDQW� VWDWH� YDULDEOHV� RI� D� V\VWHP� IXQFWLRQ�� � $Q
DLUFUDIW�DXWRODQG��DUP��FDSWXUH�DQG�WUDFN��IXQFWLRQ� LV�EHLQJ
XVHG� IRU� HYDOXDWLRQ� RI� WKH� UDSLG� UHFRYHU\� FRQFHSW�� � 6LQFH
WKLV� LV� WKH� RQO\� IXQFWLRQ� EHLQJ� LPSOHPHQWHG� LQ� WKH
DSSOLFDWLRQ�SURJUDP�VRIWZDUH��WKH�SDUWLWLRQLQJ�SRUWLRQ�RI�WKH
SODWIRUP� 6$)(EXV� WHFKQRORJ\� ZDV� QRW� HPSOR\HG�
&RPPXQLFDWLRQ� ZLWK� WKH� /D5&� KRVW� V\VWHP� LQWHJUDWLRQ
IDFLOLW\�LV�LQWHQGHG�WR�EH�DFFRPSOLVKHG�SULPDULO\�WKURXJK�DQ
RSWLFDO�����EXV�VWUXFWXUH�>�@�

����6\VWHP�$UFKLWHFWXUH

7KH�&ORVHG�/RRS�DUFKLWHFWXUH�FRQVLVWV�RI�WKH�5&6�
D� 90(�EDVHG� RSWLF� FDUG� IRU� FRQYHUVLRQ� RI� GDWD� EHWZHHQ
HOHFWULFDO� DQG� RSWLFDO� VLJQDOV�� D� IOLJKW� VLPXODWLRQ� KRVW
SURFHVVRU��DQG�D�GHYHORSPHQW�HQYLURQPHQW���6LQFH�DYDLODEOH
3&V� DUH� YHU\� IDVW�� SRZHUIXO� DQG� UHODWLYHO\� LQH[SHQVLYH�� LW
VHHPHG�SUDFWLFDO�WR�DWWHPSW�WR�SHUIRUP�WKH�IOLJKW�VLPXODWLRQ
RSHUDWLRQ��DV�ZHOO�DV�FROOHFWLRQ�DQG�GLVSOD\�RI�GDWD�RQ�RQH
3&�� )LJXUH� ��� � 7KH� FKDOOHQJH�� WKHUHIRUH�� ZDV� SURYLQJ� WKH
IHDVLELOLW\� RI�PDQDJLQJ� VXFK� V\VWHP� DQG� UHDO�WLPH� GLVSOD\
RI�GDWD�RQ�D�3&�

5&6
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����6RIWZDUH�'HYHORSPHQW

$� UHDO�WLPH� *UDSKLFDO� 8VHU� ,QWHUIDFH� �*8,�
SDFNDJH� ZDV� GHYHORSHG� IRU� WKH� :LQGRZV� HQYLURQPHQW
XVLQJ� &�&��� ODQJXDJHV� >�@�� � 7KLV� PRGXODUL]HG� DQG� XVHU�
IULHQGO\� VRIWZDUH� FRQVLVWV� RI� ����LQWHUIDFH� DQG� IOLJKW
VLPXODWLRQ� FRGH�� � ,W� PDQDJHV� FRPPXQLFDWLRQ� EHWZHHQ� WKH
5&6�DQG�WKH�IOLJKW�VLPXODWLRQ�FRGH�DQG�GLVSOD\V�WKH�GDWD�LQ
UHDO�WLPH� ZKLOH� PHHWLQJ� WLPLQJ� UHTXLUHPHQWV� RI� WKH� 5&6�
)LJXUH�����,Q�)LJXUH����FKDQQHO���VKRZV�WKH�WLPLQJ�GLDJUDP
RI� WKH�5&6�RXWSXW�DQG�FKDQQHO��� LV� WKH� WLPLQJ�GLDJUDP�RI
WKH� 3&� RXWSXW�� � $V� LV� HYLGHQW� IURP� WKLV� ILJXUH�� DIWHU
WUDQVPLVVLRQ� RI� WKH� GDWD� DW� WKH� UHTXLUHG� WLPH�� WKH� 3&� KDV
DPSOH� WLPH� WR� VWRUH� DQG� GLVSOD\� GDWD� EHIRUH� WKH� QH[W
LQWHUYDO�

)LJXUH�����5&6�&RPPXQLFDWLRQ�7LPLQJ
'LDJUDP�

7KLV�*8,�VRIWZDUH�FRQVLVWV�RI�PDQ\�ZLQGRZV�WKDW
GHSLFW�&ORVHG�/RRS�6\VWHP�DFWLYLWLHV�LQ�UHDO�WLPH���5ROO�DQG
$LOHURQ�FRPPDQG��'(/$&���3LWFK�DQG�(OHYDWRU�FRPPDQG
�'(/(&��� DQG� $OWLWXGH� �$/7�� DQG� 5DGLR� $OWLWXGH� �+5�
$/7�� DUH� GLVSOD\HG� LQ� WKUHH� GLIIHUHQW� ZLQGRZV� WR� SURYLGH
WKH�XVHU�ZLWK�YLVXDO�FRUUHODWLRQ�EHWZHHQ�WKH�5&6�LQSXWV�DQG
WKHLU�FRUUHVSRQGLQJ�RXWSXW�FRPPDQGV���7KH�ODWHUDO�SRVLWLRQ
�<&*��� WKURWWOH� �7+527��� DQG� \DZ� �<$:�� DUH� DOVR
GLVSOD\HG� VHSDUDWHO\�� � ,Q� DGGLWLRQ� WR� DQ� HUURU�PRQLWRULQJ
ZLQGRZ�� WKHUH� DUH� IRXU� RWKHU� ZLGRZV� WKDW� GLVSOD\� WKH
GLVFUHWH�YDOXHV�UHSRUWHG�E\�5&6���$V�D�UHVXOW��WKLV�VRIWZDUH
PRQLWRUV� DOO� DFWLYLWLHV� RI� WKH� &ORVHG�/RRS� 6\VWHP�� � 7KLV
UHDO�WLPH� PRQLWRULQJ� FDSDELOLW\� LV� HVVHQWLDO� IRU� WHVWLQJ� WKH
V\VWHP�LQ�WKH�SUHVHQFH�RI�5)��)LJXUH���

)LJXUH�����5&6�:LQ�6RIWZDUH�



7KURXJK� WKLV� XVHU�IULHQGO\� VRIWZDUH�� WHVW
FRQGLWLRQV�DUH�VSHFLILHG�DQG�GDWD�DUH�FROOHFWHG�DQG�UHFRUGHG
IRU�IXWXUH�UHIHUHQFH�� �$OVR��IRU�VRIWZDUH�IDXOW� LQMHFWLRQ�� WKH
H[DFW�WLPLQJ�RI�WKH�IDXOW�FDQ�EH�VSHFLILHG�

������'DWD�0DQDJHPHQW

7KH�GDWD�DORQJ�ZLWK�WKH�WHVW�FRQGLWLRQV�VXFK�DV�WKH
5&6� FRQWURO� IODJV�� ILHOG� VWUHQJWK� UDQJH�� DQG� LQLWLDO
IUHTXHQF\� DUH� VWRUHG� RQ� WKH� KDUG� GLVN�� � (DFK� ILOH� LV
DSSUR[LPDWHO\� ���� 0E\WH�� � 5HPRYDEOH� KDUG� GULYHV� DQG� D
&'�520� ZULWHU� DUH� XVHG� IRU� DUFKLYDO� VWRUDJH�� � 7KH
FROOHFWHG� GDWD� DUH� LQ� $5,1&� IRUPDW� >�@� LQ� RUGHU� WR
PLQLPL]H� WKH� VWRUDJH� UHTXLUHPHQWV�� � 7KH� XVHU� LQWHUIDFH
VRIWZDUH� LV� WKHQ� XVHG� WR� FRQYHUW� WKHVH� GDWD� ILOHV� WR� WKH
GHVLUHG�IRUPDW�IRU�SRVW�WHVW�DQDO\VLV�SXUSRVHV�

����7HVWV

7HVWV� IRU� WKH� 5&6� DUH� EHLQJ� FRQGXFWHG� LQ� WZR
SKDVHV���3KDVH�RQH�FRQVLVWV�RI�WHVWLQJ�XQGHU�LGHDO�FRQGLWLRQV
ZKHUH�+,5)�LV�DEVHQW���3KDVH�WZR�FRQVLVWV�RI�WHVWLQJ�LQ�WKH
+,5)� FKDPEHUV� DQG� LQ� WKH� SUHVHQFH� RI� 5)�� � 7KH� VSHFLILF
JRDOV�DUH�WR�FKDUDFWHUL]H�WKH�5&6�IXQFWLRQDOLW\�DQG�WKH�5&6
XSVHW� UHFRYHU\� VFKHPH�� WR� YHULI\� FRQWURO� ODZV� DQG� IOLJKW
VLPXODWLRQ�LQWHJULW\��DQG�WR�DVVHVV�5&6�SHUIRUPDQFH�XQGHU
YDULRXV�FRQGLWLRQV�

3KDVH� RQH� ZDV� QHFHVVDU\� LQ� RUGHU� WR� UHVROYH
GLVFUHSDQFLHV�LQ�WKH�,QWHUIDFH�&RQWURO�'RFXPHQW��,&'��DQG
WR�GHEXJ�WKH�V\VWHP�DV�D�ZKROH�� �&RPSOHWLRQ�RI�SKDVH�RQH
DOVR�OHG�WR�WKH�GHWHFWLRQ�RI�HUURUV�LQ�WKH� LPSOHPHQWDWLRQ�RI
WKH�IOLJKW�FRQWURO�FRGHV�LQ�WKH�5&6�>�@�

3UHOLPLQDU\� UHVXOWV� RI� SKDVH� WZR� RI� WKH� WHVWV� DUH
SUHVHQWHG�LQ�WKH�IROORZLQJ�VHFWLRQV�RI�WKLV�SDSHU�

������7HVW�(QYLURQPHQW
7KH�UHYHUEHUDWLRQ�FKDPEHUV�RI�WKH�+,5)�IDFLOLW\�DW

1$6$�/D5&�SURYLGH�WKH�WHVW�HQYLURQPHQW��:LWKLQ�WKH�WHVW
FKDPEHU� DUH� ERWK� WUDQVPLWWLQJ� DQG� UHFHLYLQJ� DQWHQQDV� DV
ZHOO�DV�DQ\�VHQVRUV�WKDW�PLJKW�EH�QHHGHG�IRU�D�VSHFLILF�WHVW�
7KH�FRPSRQHQWV�RI�WKH�VLJQDO�JHQHUDWLRQ�DQG�PHDVXUHPHQW
LQVWUXPHQWDWLRQ�FRQVLVW�RI�D�V\QWKHVL]HG�VZHHSHU�IRU�VLJQDO
JHQHUDWLRQ�� D� QHWZRUN� DQDO\]HU�� D� VSHFWUXP� DQDO\]HU�� DQ
RVFLOORVFRSH�� DQG� D� KLJK�SRZHU� DPSOLILHU� >��� �@�� � 7KHVH
GHYLFHV� DUH� VRIWZDUH� FRQWUROOHG� IURP� ZLWKLQ� WKH� +,5)
/DERUDWRU\�� � 7KH� DGYDQWDJH� RI� SHUIRUPLQJ� WHVWV� LQ� PRGH�
VWLUUHG�FKDPEHUV�LV�WKDW�WKH�HTXLSPHQW�LV�VXEMHFWHG�WR�ILHOGV
DW� DOO� DQJOHV� RI� LQFLGHQFH� VLPXOWDQHRXVO\�� � 7KH
UHYHUEHUDWLRQ� FKDPEHUV� ZLWKLQ� WKH� +,5)� /DERUDWRU\
SURYLGH� QHDU�KRPRJHQHRXV� UDQGRPL]HG� HOHFWURPDJQHWLF
ILHOGV�DQG�PDNH�LW�SRVVLEOH�WR�SODFH�WKH�HQWLUH�WDUJHW�XQLW�LQ
WKH�WHVW�HQYLURQPHQW�

'XULQJ�WKH�WHVW��WKH�5&6�LV�SODFHG�LQVLGH�RQH�RI�WKH
PRGH�VWLUUHG� FKDPEHUV� RI� WKH� +,5)� /DERUDWRU\� DQG� LV

LQWHUIDFHG� WR� WKH� IOLJKW� VLPXODWLRQ� FRPSXWHU�� � (OHFWULFDO
LVRODWLRQ�LV�DFKLHYHG�YLD�ILEHU�RSWLF�FDEOHV��)LJXUH���

+,5)�&KDPEHU

)LEHU�2SWLF
5&6

3&
�)OLJKW�6LPXODWLRQ�

)LJXUH�����5&6�7HVW�(QYLURQPHQW�

:KLOH� WHVWLQJ� WKH�5&6� LQ� WKH�+,5)� FKDPEHU�� 5)
DQG�RU� ILHOG� VWUHQJWK�DUH�JUDGXDOO\� LQFUHDVHG�XQWLO� D� UHJLRQ
RI�VXVFHSWLELOLW\�LV�GHWHFWHG���,Q�RUGHU�WR�SUHYHQW�GDPDJH�WR
WKH�5&6��5)�LV�WXUQHG�RII�IRU�WKH�UHPDLQGHU�RI�WKH�IOLJKW�DV
VRRQ� DV� XSVHW� LV� GHWHFWHG�� � 7KH� WHVW� LV� WKHQ� UHVXPHG� ZLWK
ILQHU� LQFUHPHQWV�RI� IUHTXHQFLHV�DQG�RU�ILHOG� VWUHQJWK� LQ� WKH
YLFLQLW\�RI�WKH�VXVFHSWLELOLW\�UHJLRQ�

������7HVW�$SSURDFK
6LQFH� WKH� 5&6� LV� DQ� H[SHQVLYH� RQH�RI�D�NLQG

SURWRW\SH� WKH� WHVW� DSSURDFK� ZDV� FDXWLRXVO\� SODQQHG�� � 7KH
5&6�ZDV�ILUVW�WHVWHG�ZLWK�LWV�VKLHOGV�RQ�IRU�D�ZLGH�UDQJH�RI
IUHTXHQFLHV�� QDPHO\� ���� 0+]� WR� �� *+]� DQG� �*+]� WR� �
*+]�� DQG� ILHOG� VWUHQJWKV�� ���� Y�P� WR� ���� Y�P�� � 7KH�5&6
SURYHG� UDWKHU� UHVLOLHQW�� � $OWKRXJK� D� IHZ� UHJLRQV� RI
VXVFHSWLELOLW\�ZHUH�GHWHFWHG��WKH�UHVXOWV�ZHUH�QRW�UHSHDWDEOH�

7KH�5&6�ZDV� WKHQ� WHVWHG�ZLWK� WKH� VKLHOGV� RII� IRU
WKH� IUHTXHQF\� UDQJH� RI� ���� 0+]� WR� �� *+]� DQG� ILHOG
VWUHQJWKV�RI����Y�P�WR�����Y�P�

������)UHTXHQF\�&RYHUDJH
,Q� RUGHU� WR� ILQG� DOO� DUHDV� RI� VXVFHSWLELOLW\�� D

WKRURXJK�FRYHUDJH�RI�DOO� IUHTXHQFLHV� DQG� ILHOG� VWUHQJWKV� LV
QHHGHG�� �6XFK�FRPSUHKHQVLYH� WHVWLQJ� UHTXLUHV� D� JUHDW� GHDO
RI�WLPH�DQG�UHVRXUFHV���6LQFH�RXU�JRDO�LV�WR�FKDUDFWHUL]H�WKH
5&6�PHFKDQLVPV��WKHUH�LV�QR�QHHG�IRU�VXFK�FRPSUHKHQVLYH
FRYHUDJH� QRU� LV� WKHUH� D� QHHG� IRU� D�'2����� W\SH� WHVW�� � $OO
WKDW�LV�QHHGHG�DUH�D�IHZ�DUHDV�RI�VXVFHSWLELOLW\���$�KHXULVWLF
DSSURDFK�ZDV� WKHUHIRUH� DGRSWHG� VR� WKDW� E\� GHFUHDVLQJ� WKH
JUDQXODULW\� RI� WKH� IUHTXHQF\� FRYHUDJH�� WHVW� WLPH� DQG� FRVW
FRXOG�EH�GUDVWLFDOO\�UHGXFHG�

������(PLVVLRQ�7HVW
([SORUDWLRQ�RI�WKH�UDGLDWHG�IUHTXHQFLHV�RI�WKH�5&6

UHYHDOHG� WKDW� WKHUH� DUH� WKUHH� GRPLQDQW� IUHTXHQFLHV
HPDQDWLQJ�IURP�WKH�5&6���7KHVH�IUHTXHQFLHV�DUH�GXH�WR�WKH
LQWHUQDO� FORFNV� DQG� RVFLOODWRUV� IRU� WKH� RSWLFDO� ,�2�� 5&6
SURFHVVRUV�� DQG� ���� FDUG�� DW� ��� 0+]�� ��� 0+]�� DQG� ��
0+]�� UHVSHFWLYHO\�� � 7KH� UHVXOW� RI� WKH� HPLVVLRQ� WHVW� LQ� D



6HPL�$QHFKRLF�FKDPEHU�LV�VKRZQ�LQ�)LJXUH�����7KLV�ILJXUH
FRUUHVSRQGV� WR� WKH� HPLVVLRQV� RI� WKH� 5&6� ZLWK� LWV� VKLHOGV
UHPRYHG�� � 7KH� UHIHUHQFH� OLQH� LV� IURP� VHFWLRQ� ��� RI
57&$�'2����'� HQYLURQPHQWDO� FRQGLWLRQV� DQG� WHVW
SURFHGXUHV�IRU�DLUERUQH�HTXLSPHQW�

)LJXUH�����5&6�(PLVVLRQ�7HVW�5HVXOW
�6KLHOGV�RII��

������&ORVHG�/RRS�+,5)�'DWD
8VLQJ� WKH�GDWD� IURP� WKH�6HPL�$QHFKRLF� FKDPEHU�

WKH� WHVW� SODQV� ZHUH� IRUPHG� WR� HQFRPSDVV� DOO� IUHTXHQFLHV
ZLWKLQ� WKH� OLPLWDWLRQV� RI� WKH� UHYHUEHUDWLRQ� +,5)� IDFLOLW\�
'XULQJ�WKH�WHVW�� WKH�5&6�ZDV�FRQWLQXRXVO\�H[SRVHG�WR�5)�
+RZHYHU�� IRU� DQ\� JLYHQ� IUHTXHQF\�� WKH� ILHOG� VWUHQJWK� ZDV
JUDGXDOO\� VWHSSHG� XS�� LQ� ���VHFRQG� LQWHUYDOV�� XQWLO� WKH
PD[LPXP� ILHOG� VWUHQJWK� ZDV� UHDFKHG�� � 7KH� ���VHFRQG
LQWHUYDO�ZDV�FKRVHQ�EDVHG�RQ�WKH�URWDWLRQ�WLPH�RI�WKH�ILHOG�
VWLUUHU� DQG� WR� DOORZ� WLPH� IRU� YLVXDO� VXVFHSWLELOLW\
PRQLWRULQJ���)RU�HYHU\�WHVW�SODQ��WKH�UDQJH�RI�ILHOG�VWUHQJWK
IRU�DOO� IUHTXHQFLHV�ZDV� WKH� VDPH�� WKHUHIRUH�� WKH� QXPEHU�RI
VWHSV� IURP�PLQLPXP� WR� PD[LPXP� ILHOG� VWUHQJWK� ZDV� DOVR
WKH� VDPH� LQ� RUGHU� WR� PDLQWDLQ� FRQVLVWHQF\� IRU� DOO� WHVWV�
7DEOH� �� LV� DQ� H[DPSOH� RI� WKH� ILUVW� WHVW� FRQGLWLRQV� IRU
FRQWLQXRXV�+,5)�H[SRVXUH�ZKLOH�5&6�VKLHOGV�ZHUH�RII�

7DEOH�����7HVW�&RQGLWLRQV�ZLWK�&RQWLQXRXV
+,5)�([SRVXUH�

)UHTXHQF\
5DQJH
�0+]�

0LQ
)LHOG
�9�P�

0D[
)LHOG
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5HFRYHU\
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%HVLGHV�XQPRGXODWHG�&RQWLQXRXV�:DYH��&:���WKH
5&6�KDV�EHHQ�H[SRVHG�WR�6TXDUH�:DYH��64:��PRGXODWHG
UDGLDWLRQ�� � 3UHOLPLQDU\� GDWD� UHYHDO� D� QXPEHU� RI� XSVHW
UHJLRQV���)LJXUH���VKRZV�D�FUDVKHG�IOLJKW���)XUWKHU�DQDO\VHV
RI� WKH� GDWD� LQGLFDWH� WKDW� WKH� FUDVK� ZDV� SULPDULO\� GXH� WR
XSVHWV�RQ�WKH�RSWLFDO�WUDQVPLWWHUV�DQG�UHFHLYHUV���7KH�RSWLFDO
WUDQVPLWWHUV�DQG�UHFHLYHUV�ZHUH�VKLHOGHG��DQG�WKH�WHVWV�ZHUH
UHSHDWHG���$V�D�UHVXOW�WKH�XSVHW�UHJLRQV�ZHUH�HOLPLQDWHG���,Q
)LJXUH����5ROO�DQG�'(/$&�DV�ZHOO�DV�3LWFK�DQG�'(/(&�DUH
GLVSOD\HG�WRJHWKHU�WR�SURYLGH�YLVXDO�FRUUHODWLRQ�

)LJXUH�����$LOHURQ�DQG�(OHYDWRU�&RPPDQGV�
&RPPXQLFDWLRQ�)DLOXUH�

6LQFH� WKH� 5&6� UHFRYHU\� PHFKDQLVP� ZDV� QRW
WULJJHUHG� GXULQJ� WKLV� WHVW�� WKH� WHVW� UDQJH� ZDV� H[SDQGHG� WR
FRYHU� D�ZLGHU� UDQJH� RI� ILHOG� VWUHQJWKV�� �+RZHYHU�� WR� NHHS
WKH�QXPEHU�RI� WHVWV� DQG� WKH� UHTXLUHG� WLPH� WKH� VDPH� DV� WKH
SUHYLRXV� WHVW�� WKH� JUDQXODULW\� RI� WKH� ILHOG� VWUHQJWKV� ZDV
GHFUHDVHG�� � 7DEOH� �� LV� DQ� H[DPSOH� RI� WKH� VHFRQG� WHVW
FRQGLWLRQV� IRU� FRQWLQXRXV� +,5)� H[SRVXUH� ZKLOH� 5&6
VKLHOGV�ZHUH�RII�

$QDO\VHV� RI� WKH� GDWD� UHYHDOHG� D� QXPEHU� RI� XSVHW
UHJLRQV��)LJXUH�����)XUWKHU�DQDO\VHV�LQGLFDWH�WKDW�WKH�XSVHWV



ZHUH�LQWHUQDO�WR�WKH�5&6�DQG�WKH�UHFRYHU\�PHFKDQLVP�ZDV
LQGHHG�LQLWLDWHG�

7DEOH�����7HVW�&RQGLWLRQV�ZLWK�&RQWLQXRXV
+,5)�([SRVXUH�

)UHTXHQF\
5DQJH
�0+]�

0LQ
)LHOG
�9�P�

0D[
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)LJXUH�����$LOHURQ�DQG�(OHYDWRU�&RPPDQGV
�'(/$&�DQG�'(/(&���+,5)�,QGXFHG�)DXOW�

$OWKRXJK� WKH� 5&6� UHFRJQL]HG� WKH� IDXOWV� DQG� LWV
UHFRYHU\� PHFKDQLVP� ZDV� WULJJHUHG�� LW� LV� GLIILFXOW� WR
GHWHUPLQH�WKH�H[DFW�FDXVH�RU�FRPSRQHQW�UHVSRQVLEOH�IRU�WKH
IDLOXUH�EHFDXVH�RI�WKH�OLPLWHG�DFFHVVLELOLW\�LQVLGH�WKH�5&6�

����6RIWZDUH�)DXOW�,QMHFWLRQ

,Q�RUGHU�WR�FKDUDFWHUL]H�WKH�5&6�UHFRYHU\�VFKHPH�
D� VHULHV� RI� WHVWV� ZHUH� FRQGXFWHG� LQ� ZKLFK� IDXOWV� ZHUH
LQWURGXFHG�WR�WKH�5&6�E\�VHWWLQJ� WKH�DSSURSULDWH�IODJV� WKDW
ZRXOG� WULJJHU� WKH� 5&6� UHFRYHU\� PHFKDQLVP�� � 8VLQJ� WKH
*8,�EDVHG� VRIWZDUH� DQG� LQ� WKH� DEVHQFH� RI� +,5)�� IDXOWV
ZHUH� LQMHFWHG� LQWR� WKH�5&6� DW� VSHFLILF� WLPHV�� � 7KHVH� WHVWV
ZHUH� FRQFHQWUDWHG� RQ� IRXU� UHJLRQV� RI� IOLJKW�� EHIRUH� JOLGH
VORSH� HQJDJHPHQW�� DW� DQG� LQ� WKH� YLFLQLW\� RI� JOLGH� VORSH
HQJDJHPHQW��DIWHU�JOLGH�VORSH�HQJDJHPHQW��DQG�DSSURDFKLQJ
WKH�UXQZD\�

����5&6�3HUIRUPDQFH�0HDVXUHV

$QDO\VHV� RI� WKH� FROOHFWHG� GDWD� IURP� WKH� VRIWZDUH� IDXOW
LQMHFWLRQ� WHVWV� UHYHDO� WKDW� WKH� 5&6� UHFRYHU\� PHFKDQLVP
WDNHV� DERXW� ���� PV� WR� FRPSOHWH�� ZKLOH� RQ� WKH� DYHUDJH� LW
WDNHV� DERXW� ��� VHFRQGV� IRU� WKH� DLUSODQH� IOLJKW� DWWLWXGH� WR
UHWXUQ�WR�QRUPDO���7KH�DQDO\VHV�IXUWKHU�UHYHDO�WKDW�WKH�5&6
DQG�DLUSODQH�DWWLWXGH�UHFRYHU\�WLPHV�DUH�LQGHSHQGHQW�RI�WKH
IOLJKW�PRGH�� �$�FORVHU� ORRN�DW� WKH� UHVSRQVH�RI� WKH�$LOHURQ
&RPPDQG� � �'(/$&�� IRU� WKH� FDVH� RI� D� VRIWZDUH� LQMHFWHG
IDXOW� IURP� SULRU� WR� IDXOW� LQMHFWLRQ� DQG� XQWLO� DIWHU� WKH� 5&6
LQWHUQDO�UHFRYHU\�SURFHVV�LV�GHSLFWHG�LQ�)LJXUH�����$V�VKRZQ
LQ�)LJXUH����WKH�IOLJKW�FRQWLQXHG�IRU�WKH�GXUDWLRQ�RI�WKH�5&6
UHFRYHU\� XVLQJ� WKH� ROG� YDOXHV�� � 8SRQ� UHFRYHU\�� KRZHYHU�
DEUXSW�FRPPDQG�RXWSXW�WUDQVLWLRQV�XSVHW�WKH�IOLJKW�DWWLWXGH�
ZKLFK� LQ� WXUQ� WDNHV� DSSUR[LPDWHO\� ��� VHFRQG� WR� FRUUHFW�
7KHVH� SHUIRUPDQFH� PHDVXUHV� FRUUHODWH� WR� WKH� PHDVXUHG
YDOXHV�IRU�WKH�FDVH�RI�+,5)�LQGXFHG�IDXOWV��)LJXUH���
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RCS Recovery: Fault Injected at Frame 2560

Reference Flight

Fault Injection Experiment

)LJXUH�����5&6�5HFRYHU\�7ULJJHUHG�

$QRWKHU� VHW� RI� WHVWV� ZDV� FRQGXFWHG� WR� IXUWKHU
REVHUYH� WKH� HIIHFWV� RI� FRPPXQLFDWLRQ� HUURUV� RQ� WKH� 5&6
UHFRYHU\� VFKHPH�� �)RU� WKHVH� WHVWV�� FRPPXQLFDWLRQ� OLQHV� WR
WKH� 5&6� ZHUH� GLVFRQQHFWHG� DQG� UHFRQQHFWHG� IRU� YDULRXV



WLPH� GHOD\V�� 5HJDUGOHVV� RI� WKH� GXUDWLRQ� RI� WKH
FRPPXQLFDWLRQ� EUHDNGRZQ� DQG� XSRQ� UHHVWDEOLVKLQJ
FRPPXQLFDWLRQ�� WKH� IOLJKW� FRQWLQXHG� ZLWK� PLQRU
LQWHUUXSWLRQV� LQ� WKH� FRQWURO� ODZV� DQG� DLUSODQH� DWWLWXGH�
)LJXUH����LV�DQ�H[DPSOH�RI�D�FRPPXQLFDWLRQ�EUHDNGRZQ�RI
RQH�VHFRQG�GXUDWLRQ�� �6LQFH� WKH�5&6� UHFRYHU\�PHFKDQLVP
ZDV�QRW�WULJJHUHG��WKLV�REVHUYHG�UHVSRQVH�LV�PRVW�OLNHO\�GXH
WR�WKH�QDWXUDO�EHKDYLRU�RI�WKH�FRQWURO�ODZV�DQG�WKH�DLUSODQH
VLPXODWLRQ�� DQG� SUREDEO\� KDG� OLWWOH� WR� GR� ZLWK� WKH� VSHFLDO
LQWHUQDO�PHFKDQLVPV�RI�WKH�5&6�

)LJXUH������&RPPXQLFDWLRQ�,QWHUUXSWLRQ�RI
2QH�6HFRQG�

&RPSDULVRQ�RI�WKH�EHKDYLRU�RI�WKH�V\VWHP�GXULQJ�D
+,5)�LQGXFHG�IDXOW�WR�WKDW�RI�D�FRPPXQLFDWLRQ�EUHDNGRZQ�
)LJXUHV� �� DQG� ���� UHVSHFWLYHO\�� UHYHDOV� WKDW� LQWHUQDO� IDXOWV
KDYH� QRWLFHDEOH� HIIHFWV� RQ� WKH� SHUIRUPDQFH� RI� WKH� 5&6�
)XUWKHUPRUH�� WKH� IDXOW� LQMHFWLRQ� H[SHULPHQWV� VHHP� WR
FRQILUP�WKLV� ILQGLQJ�� �4XHVWLRQV�DULVH�DV� WR�ZKHWKHU� WKLV� LV
GXH� WR� LPSOHPHQWDWLRQ�RI� WKH�FRQWURO� ODZV� LQ� WKH�5&6�� WKH
EDFNXS� PHFKDQLVP� RI� WKH� DLUSODQH� VWDWHV�� WKH� UHFRYHU\
SURFHGXUH��RU�WKH�KDUGZDUH�OLPLWDWLRQ�RI�WKLV�SURWRW\SH���7KH

VHDUFK�IRU�DQVZHUV�WR�WKHVH�TXHVWLRQV�ZLOO�KHOS�GLUHFW�IXWXUH
SODQV�IRU�WKLV�ZRUN�

����6XPPDU\

7KH� GHVLJQ� DQG� GHYHORSPHQW� RI� D� &ORVHG�/RRS
6\VWHP� WR� VWXG\� DQG� HYDOXDWH� WKH� SHUIRUPDQFH� RI� WKH
DGYDQFHG� 5&6� DUFKLWHFWXUH� ZKHQ� VXEMHFWHG� WR� (0(� LV
SUHVHQWHG���7KH�LQWHJUDWLRQ�RI�WKLV�KDUGZDUH�SURYHG�WR�EH�D
PDMRU�XQGHUWDNLQJ�� �'XULQJ� WKLV�SURFHVV� D�QXPEHU�RI�EXJV
LQ� WKH� ����FRQWURO� ODZ� LPSOHPHQWDWLRQ� RI� WKH� 5&6� ZHUH
IRXQG� WKDW� DUH� EHLQJ� UHVROYHG�� � ,Q� VXSSRUW� RI� WKLV� &ORVHG�
/RRS� 6\VWHP�� D� :LQGRZV�EDVHG� VRIWZDUH� SDFNDJH� ZDV
GHYHORSHG�WR�KDQGOH�WKH�WLPH�FULWLFDO�FRPPXQLFDWLRQ�RI�GDWD
DQG� FRPPDQGV� EHWZHHQ� WKH� 5&6� DQG� IOLJKW� VLPXODWLRQ
FRGH�� LQ� UHDO�WLPH� ZKLOH� PHHWLQJ� WKH� VWULQJHQW� KDUG
GHDGOLQHV�� � � 7KLV� SDFNDJH� FRQVLVWV� RI� DQ� $5,1&���� EXV
GULYHU��IOLJKW�VLPXODWLRQ�FRGH�DQG�*8,�EDVHG�GLVSOD\V�RI�WKH
NH\� HOHPHQWV� RI� WKH� FRQWURO� ODZV�� DV� ZHOO� DV� WKH� DLUSODQH
DWWLWXGH���$V�D�UHVXOW��WKLV�SDFNDJH�HQDEOHV�WKH�UHVHDUFKHUV�WR
PRQLWRU�DOO�DFWLYLWLHV�RI�WKH�DLUSODQH�GXULQJ�WKH�IOLJKW�LQ�UHDO
WLPH�� � 7KH� UHDO�WLPH� FDSDELOLW\� RI� WKLV� SDFNDJH� LV� FUXFLDO
GXULQJ� WKH� (0(� WHVWLQJ� RI� WKH� KDUGZDUH�� � 7KH� XSVHW
UHFRYHU\� VFKHPH� RI� WKH� 5&6� LV� FKDUDFWHUL]HG� DQG
SHUIRUPDQFH� RI� WKH� 5&6� XQGHU� YDULRXV� FRQGLWLRQV� LV
GLVFXVVHG�
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